Introduction to Modern Cryptography
Lecture 5
November 12, 2013

Instructor: Benny Chor
Teaching Assistant: Nir Bitansky
School of Computer Science
Tel-Aviv University

Fall Semester, 2013–14, 15:00–18:00
Dan David 201
Course site: http://tau-crypto-f13.wikidot.com/

Lecture 5: Plan
• Extension fields of GF (p).
• Message authentication codes (MACs).
• MAC based on pseudo random functions..
• MAC based on univariate polynomials over finite fields.
• MAC based on CBC mode encryption.
• MAC based on cryptographic hash functions.
• The Discrete logarithm problem.
• Diffie & Hellman public generation of a secret key.
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Administrative Note

Deadline for submitting assignment 1 has been postponed to Sunday
17 November (2013).
No more extensions will be granted!
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Irreducible Polynomials
A polynomial is irreducible over GF (p) if it does not factor in
GF (p). Otherwise, it is called reducible.
Sage example:

x5 + x3 + 1 is irreducible over GF (2), but reducible over GF (7).
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Implementing GF (pk ) Arithmetic
Theorem: Let f (x) be an irreducible polynomial of degree k over
GF (p).
The arithmetic of the finite field GF (pk ) can be realized by the set of
polynomials over GF (p) whose degree is at most k − 1, where
addition and multiplication are done modulo f (x).
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Implementing GF (pk ) Arithmetic
Theorem: Let f (x) be an irreducible polynomial of degree k over
GF (p).
The arithmetic of the finite field GF (pk ) can be realized by the set of
polynomials over GF (p) whose degree is at most k − 1, where
addition and multiplication are done modulo f (x).
Comment 1: Every non-zero polynomial g(x) of degree < k over
GF (p) will be relatively prime to f (x). Thus by extended gcd there
is a representation a(x)g(x) + b(x)f (x) = 1. This a(x) will then be
the multiplicative inverse of g(x).
Comment 2: For every p, k there are irreducible polynomials of
degree k over GF (p). Furthermore, such polynomial can be found
efficiently (random polynomial time in log p and k).
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Example: Implementing GF (25 )
By the theorem, the finite field GF (25 ) can be realized as the set of
degree 4 polynomials over Z2 , with addition and multiplication done
modulo the irreducible polynomial f (x) = x5 + x3 + 1.
Remark: f (x) = x5 + x3 + 1 is not the only irreducible polynomial
over Z2 . But it does not matter which (irreducible) one we take –
they all give the same object, GF (25 ).
The coefficients of polynomials over Z2 are 0 or 1. So a degree k − 1
polynomial can be written down by k bits. For example, with k = 5:
• x3 + x + 1 is represented by (0, 1, 0, 1, 1)
• x4 + x3 + x + 1 is represented by (1, 1, 0, 1, 1)
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Implementing Addition in GF (pk )
In fields of characteristic 2, 1 + 1 = 0, so addition corresponds to
bit-wise XOR.
For example, (x3 + x + 1) + (x4 + x3 + x + 1) corresponds to
L
(0, 1, 0, 1, 1) (1, 1, 0, 1, 1),
which equals (1, 0, 0, 0, 0), so
(x3 + x + 1) + (x4 + x3 + x + 1) = x4 .
For fields of larger characteristic p > 2, the procedure is the same,
only instead of XOR we do mod p addition.
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Implementing Multiplication in GF (pk )
Multiplication has two stages. First stage is polynomial
multiplication, which results in a polynomial of degree (at most)
2k − 2. The second stage is computing the remainder of this
polynomial modulo the defining, irreducible polynomial of degree k,
f (x), doing the computation mod p.
Sage example, in GF (25 ), with f (x) = x5 + x3 + 1:

So

(0, 1, 0, 1, 1) · (1, 1, 0, 1, 1) equals (0, 0, 0, 1, 1).
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Implementing Multiplication in GF (pk )
Multiplication has two stages. First stage is polynomial
multiplication, which results in a polynomial of degree (at most)
2k − 2. The second stage is computing the remainder of this
polynomial modulo the defining, irreducible polynomial of degree k,
f (x), doing the computation mod p.
Sage example, in GF (25 ), with f (x) = x5 + x3 + 1:

So

(0, 1, 0, 1, 1) · (1, 1, 0, 1, 1) equals (0, 0, 0, 1, 1).

For small size finite field, a lookup table is the most efficient method
for implementing multiplication.
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Example: Implementing GF (26 ) with Sage
We take the irreducible polynomial f (x) = x6 + x3 + 1.
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Example: Implementing GF (26 ) with Sage
We take the irreducible polynomial f (x) = x6 + x3 + 1.

So the polynomial x is not a multiplicative generator of GF (26 )
under this representation, but x+1 is (why?).
Recall: For any prime p and integer k ≥ 1, the multiplicative group
GF ∗ (pk ) is cyclic.
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(intentionally left blank)
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From (Private Key) Encryption to Authentication
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But First, Some Changes in Grading Procedures
From: benny@cs.tau.ac.il
Subject: Exam in Crypto Course - Clarification
Date: May 35, 2010 6:33:23 AM GMT+02:00
To: 0368-3049-01@listserv.tau.ac.il
Reply-To: benny@cs.tau.ac.il
To all students in the course,
Due to the strike, I decided to change the regular exam procedure. You will be able to take a a normal exam, or opt not
to take one. In the later case, your final grade in the course will be your average assignments’ grade (up to the exam
date) plus 10 points (if this exceeds 100, the grade will be just 100). If you decide to take the exam, which I’d like to
encourage you to do, your final grade will be the maximum of the exam grade and your average plus 10 (as above).
Please note that this is a numeric grade and not a pass/fail one, which was banished by the university senate. In
addition, this arrangement has been explicitly approved by the Dean and the Rector.
Sincerely,
Benny Chor
School of Computer Science, Tel-Aviv Univ.
www.cs.tau.ac.il/∼bchor
------------------------
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But First, Some Changes in Grading Procedures
From: benny@cs.tau.ac.il
Subject: Exam in Crypto Course - Clarification
Date: May 35, 2010 6:33:23 AM GMT+02:00
To: 0368-3049-01@listserv.tau.ac.il
Reply-To: benny@cs.tau.ac.il
To all students in the course,
Due to the strike, I decided to change the regular exam procedure. You will be able to take a a normal exam, or opt not
to take one. In the later case, your final grade in the course will be your average assignments’ grade (up to the exam
date) plus 10 points (if this exceeds 100, the grade will be just 100). If you decide to take the exam, which I’d like to
encourage you to do, your final grade will be the maximum of the exam grade and your average plus 10 (as above).
Please note that this is a numeric grade and not a pass/fail one, which was banished by the university senate. In
addition, this arrangement has been explicitly approved by the Dean and the Rector.
Sincerely,
Benny Chor
School of Computer Science, Tel-Aviv Univ.
www.cs.tau.ac.il/∼bchor
------------------------

• Would you believe this message?
• Do you really think it was originated from
benny@cs.tau.ac.il (your lecturer)? How can you tell?
• How many of you can actually forge such message and distribute
it to the course mailing list?
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Authentication – Goal
Ensure integrity of messages, even in presence of an active adversary
who hears previous genuine messages (in a worst case scenario, these
could possibly include messages she chose), and then sends own
forged message(s). Bob (receiver) should be able to tell genuine
messages from forged ones.

Important Remark: Authentication is orthogonal to secrecy, yet
systems often required to provide both. However, the two are
typically handled separately, then combined to one message. Secrecy
alone usually does not guarantee integrity.
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Authentication: Notation and Definition

• Authentication algorithm – A
• Verification algorithm – V (“accept”/“reject”)
• Authentication key – k
• k is a secret key, shared among receiver and sender
• Message space (usually binary strings)
• Every message between Alice and Bob is a pair (m, Ak (m))
• Ak (m) is called the authentication tag of m

18 / 64

Authentication: Notation and Definition (cont.)
• Consistency requirement: Vk (m, Ak (m)) =“accept”
• The authentication algorithm is called MAC (Message
Authentication Code)
• Ak (m) is frequently denoted MACk (m)
• Verification is done by executing authentication algorithm on m
and k, and comparing with the value received, MACk (m)

We remark that the notion of MAC defined here is deterministic.
It is certainly possible to consider a setting where randomization is
involved in the generation of the authentication tags and/or in the
verification process. However, we will not do it here.
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MAC Functions: Requirements and Properties
(computationally bounded version)
• Security requirement – any computationally bounded adversary
cannot construct a new legal pair (m, M ACk (m)), even after
seeing n legal pairs (mi , M ACk (mi )) (i = 1, 2, . . . , n)1 , except
with probability ∼ inverse the size of the range.
• Output should be as short as possible
• Thus the MAC function is typically not 1-to-1
We will say that the adversary succeeded even if the message Fran
forged is “meaningless”. The reason is that it is hard to predict what
has and what does not have a meaning in an unknown context, and
how will Bob, the receiver, react to such successful forgery.
1

these mi could be chosen adaptively by Fran.
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Adversarial Model

• Data and Information Available to Adversary:
I
I
I

The MAC algorithm (but not the secret key)
Either Known plaintext and authentication tag pairs
Or Chosen plaintext and authentication tag pairs

• Note: chosen MAC is typically unrealistic
• Adversary goal: Given n legal pairs
(m1 , M ACk (m1 )) . . . , (mn , M ACk (mn )),
find a new legal pair (m, M ACk (m))
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Efficiency

• Adversary Goal: Given n legal pairs
(m1 , M ACk (m1 )) . . . , (mn , M ACk (mn )),
find a new legal pair (m, M ACk (m)) efficiently and with non
negligible probability.
• If n is large enough, then n pairs (mi , M ACk (mi )) will
determine the key k uniquely (with high prob.). Thus a machine
with sufficient time can exhaustively try all possibilities,
determine the unique k and verify it.
But doing this efficiently should be be impossible.
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Random and Pseudo Random Functions (reminder from
lecture 3)
We say that Fk {0, 1}n → {0, 1}n is a collection of pseudo random
functions if any such D (with adaptive queries) cannot distinguish
between the two distributions.
Formally, let
R
pD,A (n) = Prob(D(G) outputs 1 : G ← An )
R

pD,B (n) = Prob(D(G) outputs 1 : G ← Bn )
then we require that for every ε > 0 and every polynomial
distinguisher D there is an n0 such that for all n ≥ n0 ,
| pD,A (n) − pD,B (n) | < ε .
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Pseudo Random Functions, Reflections

A collection of pseudo random functions (PRFs) extends the notion
of pseudo random generator.
Pseudo random generators expands a seed to a sequence.
Pseudo random functions allow a “random access” to an exponential
collection of sequences.
However, the collection Fk cannot be truly random (why?).
We will show (on the board) a beautiful construction (by Goldreich,
Goldwasser, Micali 1986) of PRF from PRG. However, we will not
present a proof of pseudo randomness.
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Pseudo Random Functions: The Ultimate MACs

The authenticated tag of m is Fk (m), where k is the secret key,
shared by Alice and Bob.
Security is in the computational setting, of course.
Polynomial in n (length of key) messages can be authenticated.
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Polynomials Over Finite Fields: Uniform Distribution
Let F be a finite field, and d ≥ 1 a positive integer. Let
a0 , a1 , . . . , ad ∈ F be chosen uniformly at random.
The polynomial f (x) = a0 + a1 x + . . . + ad xd is a random
polynomial of degree d over F .
Let b0 , b1 , . . . , bd ∈ F be any d + 1 elements of F .
Claim: f (b0 ), f (b1 ), . . . , f (bd ) are distributed uniformly and
independently in F (the probability space is all choices of f ).
Comment: If we take d + 2 points b0 , b1 , . . . , bd , bd+1 ∈ F , then
f (b0 ), f (b1 ), . . . , f (bd ), f (bd+1 ) are not distributed uniformly and
independently in F .
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Polynomials Over Finite Fields: Uniform Distribution
Claim: f (b0 ), f (b1 ), . . . , f (bd ) are distributed uniformly and
independently in F .
The proof is fairly easy, yet we postpone it to the lecture where we
will deal with secret sharing. Instead, we will supply a hand waving
proof by way of a Sage program (which works just over F = Zp . In
the setting below, p = 5 and d = 3). We’ll run it a few times (and so
should you).
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Polynomials Over Finite Fields: Unconditionally Secure,
Bounded Use MACs
Let F be a finite field, d ≥ 1 a positive integer, and messages be
elements of the field, m ∈ F .
To be able to authenticate up to d + 1 messages, Alice and Bob
choose a random degree d polynomial f (x) over F . This is their
shared secret (takes d · log2 (|F |) bits).
MACf (m) = f (m).
This MAC is unconditionally secure (tags are distributed uniformly at
random in F ). Yet it can only be used to authenticate d + 1 messages
(the authentication tags of any d + 1 messages gives away the secret).
Comments: d (or an upper bound on it) has to be known in advance.
To justify the overhead (large secrete key) of using a degree d
polynomial, F better have at least d + 1 distinct elements!
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MACs Used in Practice
We will describe a MAC based on CBC Mode Encryption,
and a MAC based on cryptographic hash functions.
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MACs Used in Practice
We will describe a MAC based on CBC Mode Encryption,
and a MAC based on cryptographic hash functions.
Reminder: CBC Mode Encryption.

In CBC mode (Cipher Block Chaining), previous ciphertext is XORed
with current plaintext before encrypting current block. The
initialization vector S0 is chosen at random and is used as a seed for
the process. It can be transmitted “openly”.
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CBC Mode MACs
• Start with the all zero seed.
• Given a message consisting of n blocks, M1 , M2 , . . . , Mn , apply
CBC mode encryption (using the secret key k).

• Produce n “cipertext” blocks, C1 , C2 , . . . , Cn .
• Discard first n − 1 blocks.
• Send M1 , M2 , . . . , Mn and the authentication tag
MACk (M ) = Cn .
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Security of Fixed Length CBC MAC [BKR, 2000]
• Theorem: If Ek is a pseudo random function, then the fixed
lenght CBC MAC is resilient to forgery when authenticating
messages of the same number of blocks, n.
• Proof outline: Assume CBC MAC can be forged efficiently.
Transform the forging algorithm into an algorithm distinguishing
Ek from a random function efficiently.
• Warning: Construction is not secure if messages are of varying
lengths, namely number of blocks varies among messages.
• Construction is secure if message space is prefix free. Fixed
length messages constitute one such space.
• Comment: There are reasonably simple ways to extend security
to variable lengths messages. But with no modification, this
method is insecure.
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Insecurity of Variable Length CBC MAC
Here is a simple, chosen plaintext example of forgery:
L
• Get C1 = CBC − M ACk (M1 ) = Ek (~0 M1 )
• Ask for MAC of C1 , i.e.,
L
C2 = CBC − M ACk (C1 ) = Ek (~0 C1 )
L
L
L
• Observe that C2 = Ek (C1 ~0) = Ek (Ek (~0 M1 ) ~0) =
CBC − M ACk (M1 ◦ ~0) (where ◦ denotes concatenation)

• One can efficiently design, for every n, two messages, one with 1
block, the other with n + 1 blocks, that have the same MACk (·).
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Combining Authentication and Secrecy

• Given a message consisting of n plaintext blocks,
M1 , M2 , . . . , Mn , apply CBC (using the secret key k1 ) to
produce MACk1 (M ).
• Using a different, independently chosen key, k2 , produce n
ciphertext blocks C1 , C2 , . . . , Cn under k2 .
• Send C1 , C2 , . . . , Cn and the authentication tag MACk1 (M ).
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CBC-MAC for Variable Length Messages
• Solution 1: The first block of the message is set to be its length.
Namely, to authenticate M1 , . . . , Mn apply CBC-MAC to
(n, M1 , . . . , Mn ). Works since now message space is prefix-free.
Drawback: The message length, n, must be known in advance.
• “Solution 2”: apply CBC-MAC to (M1 , . . . , Mn , n) Message
length does not have to be known is advance. Looks good, but
this scheme was broken (see, M. Bellare, J. Kilian, P. Rogaway,
The Security of Cipher Block Chaining, 1984)
• Solution 3: (recommended) Use a second secret key k2 .
Compute
MACk1 ,k2 (M1 , . . . , Mn ) = Ek2 (M ACk1 (M1 , . . . , Mn ))
Essentially the same overhead as CBC-MAC.
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Hash Functions: Reminder
• Hash functions map large domains X to smaller ranges Y.
• Example: h : {0, 1, . . . , p2 } 7→ {0, 1, . . . , p − 1},
defined by h(x) = a · x + b mod p.
• Hash functions are extremely useful in numerous contexts
(searching, indexing, etc.).
• If the range is smaller than the domain, there could be collisions
(x 6= y with h(x) = h(y)). For example, in the hash function
above, if x1 = x2 (mod p) then h(x1 ) = h(x2 ).
• A good hash function should create few collisions for most
subsets of the domain (“few” is relative to size of subset).
• In data structures, collisions are resolved by several possible
means – chaining, double hashing, etc.
• Hash functions, including cryptographic ones, have no secret key.
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Security Requirements from Cryptographic Hash Functions

1. Pre-image resistance: for any y, it is hard to find x such that
h(x) = y.
2. Weak collision resistance: for any x1 ∈ X , it is hard to find
x2 6= x1 such that h(x1 ) = h(x2 ). (This requirement is also
known as “universal one-way hash”, or “second preimage
resistance”).
3. Strong collision resistance, aka “claw freeness”: it is hard to find
any pair x1 , x2 ∈ X such that h(x1 ) = h(x2 ).
Under reasonable assumptions, strong collision resistance implies the
two other properties. Thus in general it will be harder to satisfy.
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The Birthday “Paradox”
• If 23 people are chosen at random, the probability that two of
them have the same birth-day (day & month only) is greater
than 0.5.
• Compare to: the prob. that one or more of them has the same
birthday as Claude Shannon is ≈ 23/365 (more precisely,

1 23
1 − 1 − 365
).
• More generally, let h : X 7→ Y be a random mapping. If we
chose 1.17|Y|1/2 elements of X at random, the probability that
two of them are mapped to the same image is greater than 0.5.
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The Birthday “Paradox”
• If 23 people are chosen at random, the probability that two of
them have the same birth-day (day & month only) is greater
than 0.5.
• Compare to: the prob. that one or more of them has the same
birthday as Claude Shannon is ≈ 23/365 (more precisely,

1 23
1 − 1 − 365
).
• More generally, let h : X 7→ Y be a random mapping. If we
chose 1.17|Y|1/2 elements of X at random, the probability that
two of them are mapped to the same image is greater than 0.5.
• This implies that strong collision resistance is easier to violate
than weak collision resistance.
• Suppose h : X 7→ Y and |Y| = 2n . Then picking approximately
2n/2 elements of X at random, we will find, with high
probability, x1 6= x2 such that h(x1 ) = h(x2 ). On the other
hand, to find an x such that h(x) = h(0), we need
approximately 2n random elements of X .
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Cryptographic Hash Functions

Hash functions h : {0, 1}n 7→ {0, 1}m , satisfying:
• Strong collision resistance.
• Very fast to compute.
• Recall: no secret key.
• h(x) is often called the digest of x.
• In “real life”, input block length is usually n = 512 bits
(|X | = 2512 ).
• Output length is at least m = 160 bits (to foil birthday attacks).
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Extending to Variable Length Messages

• Suppose h : {0, 1}512 7→ {0, 1}160 .
• The input message is M = M1 M2 . . . Ms . The length of each
Mi is 512 − 160 = 352 (what if 352 does not divide |M |?).
• Define y0 = seed = 0160 , yi = h(yi−1 , mi ); ys+1 = h(ys , ms+1 ),
h(M ) = ys+1 .
• Is this secure? What about input messages of different lengths?
• Can show that collisions in H imply collisions in h.
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Real World Cryptographc Hash Functions
• MD family (“message digest”)
I
I
I
I

MD-2
MD-4 (full description in Stinson’s book)
MD-5
MD-5 hashes to 128 bit strings. This relatively small size was
exploited to find collisions, and MD-5 is now considered broken.
See http://en.wikipedia.org/wiki/MD5#Vulnerability

• SHA and SHA-1 (secure hash standard, 160 bits)
(www.itl.nist.gov/fipspubs/fip180-1.htm)
• (Apparently for SHA-0, just 239 applications are now required to
find a collision, and 263 are required for SHA-1.)
• RIPE-MD
• SHA-256, 384 and 512 (proposed standards, longer digests)
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Real World Cryptographc Hash Functions, cont.

In 2009–2012, NIST was conducting a public competition to develop
a new cryptographic hash algorithm.
The competition is NIST’s response to recent advances in the
cryptanalysis of hash functions, and the desire to have a different
design.
The new hash algorithm is called SHA-3 (formerly it was called
Keccak). One of the 5 designers is also one of the 2 designers of AES.
Criteria are speed and some “proof” of security.
See http://csrc.nist.gov/groups/ST/hash/sha-3/index.html
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Using Cryptographic Hash Function to Build MACs

• Hash functions are not keyed. MACk does use a key.
• Best attack should not succeed with probability greater than
max 2−|k| , 2−|M AC(·)| .
• Idea: Combine message and the secret key, then hash them with
a collision resistant hash function.
• Nice idea, but how? The devil is in the details.
• Two possible implementations (◦ denotes concatenation):
1. MACk (M ) = H(k ◦ M ).
2. MACk (M ) = H(M ◦ k).
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Using Cryptographic Hash Function to Build MACs

• Hash functions are not keyed. MACk does use a key.
• Best attack should not succeed with probability greater than
max 2−|k| , 2−|M AC(·)| .
• Idea: Combine message and the secret key, then hash them with
a collision resistant hash function.
• Nice idea, but how? The devil is in the details.
• Two possible implementations (◦ denotes concatenation):
1. MACk (M ) = H(k ◦ M ).
2. MACk (M ) = H(M ◦ k).

• Both turn out to be insecure.
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HMAC
• Proposed in 1996 by [BCK].
• Receives as input a message M , a key k and a cryptographic
hash function, H (on unbounded length strings).
• Outputs a MAC by:
L
L
HMACk (M, H) = H((k opad) ◦ H(k ipad ◦ M )).
• The two strings opad and ipad are 64 byte long fixed strings.
• k is 64 byte long (if shorter, append 0s to get 64 bytes).
• Theorem [BCK]: HMAC can be forged iff the underlying
cryptographic hash function can be broken (collisions found).
• HMAC is extensively used (e.g. SSL, IPSec).
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And Now For Something Completely Different:
Discrete Logarithms
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The Discrete Logarithm (DL) Problem

• Let G be a cyclic group, and g a primitive element of G.
• Let x ∈ G be an element of the group.
• The minimal non-negative integer, i, satisfying x = g i is called
the discrete log of x to base g.
• Example: discrete logs in the multiplicative group Zp∗ .
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Discrete Log in Zp∗ and One Way Functions

• Let x = g i in the multiplicative group Zp∗ .
• Exponentiation can be done in O(log3 p) bit operations.
• When p − 1 has a large prime factor, discrete log, the inverse
operation, is believed to be computationally hard.
• Under the condition on p − 1, the mapping i−→g i is (believed
to be) a one way function.
• This is a computational notion.
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Public Key Cryptography – the New Era

“We stand today on the brink of a revolution in cryptography. The
development of cheap digital hardware has freed it from the design
limitations of mechanical computing . . .
. . . such applications create a need for new types of cryptographic
systems which minimize the necessity of secure key distribution . . .
. . . theoretical developments in information theory and computer
science show promise of providing provably secure cryptosystems,
changing this ancient art into a science.”
– W. Diffie and M. Hellman, IEEE IT, vol. 22, no. 6, Nov. 1976.
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Classical, Symmetric Ciphers

• Alice and Bob share the same secret key, kA,B .
• kA,B must be secretly generated and exchanged prior to using
the insecure channel.
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Diffie and Hellman

In their seminal paper “New Directions in Cryptography”, Diffie and
Hellman suggest to split Bob’s secret key k to two parts:
• kE , to be used for encrypting messages to Bob.
• kD , to be used for decrypting messages by Bob.
• kE can be made public and be used by everybody.
This is public key cryptography, or asymmetric cryptography.
Diffie and Hellman suggested the notion of PKC, but had no concrete
implementation. They did propose a concrete implementation of
public key exchange.
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Public Exchange of Keys

• Two parties, Alice and Bob, do not share any secret information.
• They execute a protocol, at the end of which both derive the
same shared key.
• A computationally bounded eavesdropper, Eve, who overhears all
communication, cannot obtain the secret key or any new
information about it.
• As we did in the past, we assume Eve is passive (only listens).
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Diffie and Hellman Key Exchange
• Public parameters: A large prime p (1024 bits, say) and a
primitive element g in Zp∗ .
• Alice chooses at random an integer a from the interval [0..p − 2].
She sends x = g a (mod p) to Bob (over the insecure channel).
• Bob chooses at random an integer b from the interval [0..p − 2].
He sends y = g b (mod p) to Alice (over the insecure channel).
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Diffie and Hellman Key Exchange
• Public parameters: A large prime p (1024 bits, say) and a
primitive element g in Zp∗ .
• Alice chooses at random an integer a from the interval [0..p − 2].
She sends x = g a (mod p) to Bob (over the insecure channel).
• Bob chooses at random an integer b from the interval [0..p − 2].
He sends y = g b (mod p) to Alice (over the insecure channel).
• Alice, holding a, computes y a = (g b )a = g ba .
• Bob, holding b, computes xb = (g a )b = g ab .
• Since g ab = g ba in Zp∗ , now both Alice and Bob have the same
shared secret, g ab = g ba .
• (we have just witnessed a small miracle !)
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Diffie and Hellman – Computational Aspects

• Public parameters: A large prime p and a primitive element g in
Zp∗ .
• Should be able to efficiently find such large prime, p, and some
primitive element g in Zp∗ .
• We will deal with both problems in next class, but for the time
being it suffices to say that both are efficiently computable
(probabilistic polynomial time computation).
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Diffie and Hellman – Computational Hardness

• Computation time for exchanging the key is O(log3 p) bit
operations.
• DH key exchange is at most as secure as discrete log in Zp∗ .
• Formal equivalence between DH and DL has never been proved,
though some partial results known.
• Over the last 32 years there were many attempts to crack the
scheme. None succeeded, and DH key exchange (with
appropriately large prime p, e.g. 1024 bits) is considered secure.
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Key Exchange – Correctness and Security Requirements
What are the requirements from a key exchange scheme in general?
• Correctness: For each party, the combination of the public
information, the communication exchanged during the execution
of the protocol, and his/her private information allow the
reconstruction of a key. The two participants always generate
the same key.
• Secrecy: Given the public information and all the communication
exchanged during the execution of the protocol, computing the
shared key is computationally hard.
• Strong Secrecy: Given the public information and all the
communication exchanged during the execution of the protocol,
computing any efficiently computable partial information of the
shared key with any non-negligible advantage is hard to compute.
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Key Exchange – Correctness and Security Requirements
Does one-way relation between the private information and the
communication suffice to guarantee a secure key exchange scheme in
general? Not necessarily! Consider the following modification of DH:
• Public parameters: A large prime p and a primitive element g in Zp∗ .
• Alice chooses at random an integer a from the interval [0..p − 2]. She
sends x = g a (mod p) to Bob (over the insecure channel).
• Bob chooses at random an integer b from the interval [0..p − 2]. He
sends y = g b (mod p) to Alice (over the insecure channel).
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Key Exchange – Correctness and Security Requirements
Does one-way relation between the private information and the
communication suffice to guarantee a secure key exchange scheme in
general? Not necessarily! Consider the following modification of DH:
• Public parameters: A large prime p and a primitive element g in Zp∗ .
• Alice chooses at random an integer a from the interval [0..p − 2]. She
sends x = g a (mod p) to Bob (over the insecure channel).
• Bob chooses at random an integer b from the interval [0..p − 2]. He
sends y = g b (mod p) to Alice (over the insecure channel).
• Alice, holding a, computes g b g a = g b+a .
• Bob, holding b, computes g a g b = g b+a .
• Now both have the shared secret, g b+a .
• Finding a from g a and b from g b is hard.
• Does that mean Eve cannot find the key?
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Do One Way Functions Hide All Partial Information?
• Consider the mapping from [0..p − 2] to Zp∗ , defined by
i −→ g i mod p (discrete exponentiation).
• It is believed to be one way. So it must hide much of the
information about i.
• But does it hide all partial information?
• Suppose the least significant bit of i is 0. Then
• Let g ∈ Zp∗ be a primitive element, and x = g i . Then g i is a QR
mod p, and this can easily be detected using x(p−1)/2 = 1.
• Therefore, the discrete exponentiation function leaks the least
significant bit of its argument.
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Does DH Key Exchange Hide All Partial Information?
• From g a and g b , Eve could easily deduce if a and b are even or
odd. The exponent arithmetic is done modulo p − 1, which is
even.
• If both a and b are odd, then ab (mod p − 1) is odd too, and
g ba is not a QR. If a, b, or both are even, then ab (mod p − 1)
is even, so g ba is a QR.
• Thus in (this original version) of DH key exchange, does leak
some partial information – specifically the QR bit of the key g ba .
• Possible fix (to this problem): Both a, b are picked to be odd. In
addition, p is chosen to be of the form p = 2q + 1, where q is
also a prime.
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Other DH Key Exchange Systems

• The DH key exchange can be used with any underlying group,
provided the discrete log in that group cannot be computed
easily.
• Inappropriate group (example): The additive group (Zp , +).
• Appropriate groups (example): The multiplicative group (Zp , +),
and elliptic curves.
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Usage of DH Key Exchange Systems

Establishing a VPN (virtually private network):
• A DH key exchange for generating a master key.
• Master key used to encrypt session keys.
• Session key is used to encrypt traffic with a symmetric
cryptosystem.
• Periodic refreshing of keys – reduced material for attacks,
recovery from leaks.
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